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Abstract
An Algebraic Surfaces Publlc-key Cryptosystem was developed by Akiyama and Goto in 2005
as anew type of pubhc key cryptosystem $ba\epsilon ed$ on the mathematical problem of obtaining fwtors
on an algebraic surfaoe, whose public key is the defining equation of an algebraic surface and the
$s\infty ret$ keys are algebraic curvoe on it. But in 2007, in the caae that the defining equation of the
surface used for the public key is in acertain fom, Uchiyama snd Tokunaga $succ\infty sed$ to $atta\epsilon k$
$inthesenseofgettingplaintextsh\circ m,c\circ rr\infty pondingciphertextsefficientlywithoutso1vinRndingproblem.Uchiyma- Tokunagasattackisperfomedinthepolynomialringover\beta_{p}^{section}under$
some $\mathfrak{B}sumptionswherea\epsilon$ the author $sugg\infty ted$ two algorithms applicable to all cases. One is by
extending it to be able to perfom in the polynomial ring over rational fimction field, and the other
is by utihzing Gr\"obner $bas\infty t\infty hniqu\infty$ in the polynomial ring over $F_{p}$ . In this paper, methods for
calculating zero point of the $algebr\dot{w}c$ surface and anew attack utilizing it are presented, and the
approach raeult in adifficulty of $mAng$ asuggestion of the invulnerable algebraic surface public-key
cryptosystem without $chan\dot{g}ng$ ideas $progr\infty sively$. $1$ )
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1. : $A^{3}(F_{p})$ $t$ 2 $D_{1}$ $D_{2}$ .
$(a)D_{1}$ : $(x, y,t)=(u_{x}(t), u_{y}(t),t)$ $(b)D_{2}$ : $(x, y,t)=(v_{\alpha}(t), v_{y}(t),t)$
, , $\deg u_{x}(t)\neq\deg v.(t)$ $\deg u_{y}(t)\neq\deg v_{y}(t)$ .
2. :
(a) $D_{1},$ $D_{2}$ , Fp $X(x,y,t)=0$ . $X(u_{x}(t),u_{\nu}(t),t):=$
$X(v_{x}(t), v_{y}(t),t)=0$ . , $D_{1},$ $D_{2}$ $X(x, y,t)=0$ .
, $X(x,y,t)= \sum_{t,j}c_{\dot{\tau}j}(t)x^{i}y^{j}=0$ .
$D_{1}$ : $(u_{x}(t), u_{y}(t),t)$ $D_{2}$ : $(v_{x}(t),v_{y}(t),t)$ 2 $X$
$\sum_{t,j}$ $j(t)u_{x}(t)^{i}u_{u}(t)^{j}= \sum_{i,j}c_{\dot{\tau}j}(t)v_{X}(t)^{i}v_{\nu}(t)^{j}=|D$ .
, $\sum_{(\iota,3)\neq(0,0)}c;j(t)(uae(t)^{i}u_{y}(t)^{j}-v_{x}(t)^{i}v_{y}(t)^{j})=0$ .
, clo $(t)(tu_{x}(t)-v_{x}(t))= \sum_{(i_{1}j)\neq(0,0),(1,0)}C;j(t)(u_{\varpi}(t)^{i}u_{y}(t)^{j}-v_{x}(t)^{i}v_{y}(t)^{j})$ .
, $u_{x}(t)^{i}u_{y}(t)^{j}-v_{x}(t)^{i}v_{y}(t)^{j}=(u_{x}(t)^{i}-v_{x}(t)^{i})u_{y}(t)^{j}+v_{x}(t)^{i}(u_{y}(t)^{j}-v_{\nu}(t)^{j})$
, , $(uae(t)-v_{x}(t))|(u_{y}(t)-v_{\nu}(t))$ , $(u_{x}(t)-v_{x}(t))$
. , , $j(t)((i,j)\neq(O, 0), (1,0))$
, Clo $(t)$ . :
1. $\lambda_{X}(t)|\lambda_{y}(t)$ 2 $\lambda_{x}(t),$ $\lambda_{y}(t)$ .
( $(u_{x}(t)-v_{x}(t))|(u_{y}(t)-v_{y}(t))$ )
2. $v_{x}(t)$ , $\lambda_{x}(t)+v_{x}(t)$ $u_{x}(t)$ .
$( i.e. u_{x}(t)=\lambda_{x}(t)+v_{x}(t))$
3. $v_{y}(t)$ , $\lambda_{y}(t)+v_{y}(t)$ $u_{y}(t)$ .
$(i.e. u_{y}(t)=\lambda_{y}(t)+v_{\nu}(t))$
4. $j(t)((i,j)\neq(0,0), (1,0))$ , clo $(t)$ .
$c i_{0}(t)(u_{x}(t)-v_{x}(t))=\sum_{(i_{J}j)\neq(0,0),(1,0)}\mathfrak{g}_{j}(t)(u_{x}(t)^{i}u_{y}(t)^{j}-v_{x}(t)^{i}v_{\nu}(t)^{j})$ .
5. $\sum_{i,j}C;j(t)u_{x}(t)^{i}u_{y}(t)^{j}=\sum_{t,j}c_{ij}(t)v_{x}(t)^{\iota_{v_{y}}}(t)^{j}=0$ , $c00$
$c_{00}=- \sum_{(i_{1}j)\neq(00)}c_{ij}(t)u_{x}(t)^{i}u_{\nu}(t)^{j})$ .
, $deg_{t}X(x, y, t)=\deg$Coo $(t)\geq\deg_{xy}X(x, y,t)d$ .
$\deg_{xy}X(x, y,t)$ $X(x,y,t)$ $x$ $y$ .
(b) $f(t)\in F_{p}[t|$ $\ell\in N$ .
( [4] 53 ), $\deg_{t}X(x,\dot{y},t)<\ell$ .
(c) $d \geq\max(\deg u_{x}(t),\deg u_{y}(t), \deg v_{x}(t),\deg v_{y}(t))$ $d\in N$ .
$\ell$ $d$ , $P$ (e.g. 4
$)$ . $[4]7$ .
[ ]
$m$ . $m$ $m=m_{0}||m_{1}||\cdots||m_{\ell-1}(0\leq m_{i}\leq p-1)$ .
1. $m$ : $m(t)=m_{\ell-1}t^{\ell-1}+\cdots+mit+m_{0}$
2. , $s(x,y,t)$ ( [4] 53 ) :
$\alpha>\deg_{x}X(x,y,t)$ $\beta>\deg_{y}X(x,y,t)$ $x^{\alpha}y^{\beta}$ , $(\deg_{x}s(x, y,t)+$
164
$deg_{y}s(x,y,t))d+\deg_{t}s(x,y,t)<\ell$ . ( , $\deg(s(u_{x}(t),u_{y}(t),t)-s(v_{x}(t),v_{y}(t),t))<$
$\ell$ , , $f(t)$ )
3. $\deg_{t}r(x, y, t)<\ell$ $r(x, y, t)$ . ( ,
[4] 53 )
4. $\deg f(t)\geq\ell$ $f(t)$ .
5. $F(x,y,t)$ : $F(x, y,t)=m(t)+f(t)s(x, y,t)+X(x,y,t)r(x,y,t)$ .
[ ]
$D_{1},$ $D_{2}$ $X$ , $X(u_{x}(t), u_{y}(t),t)=X(v_{x}(t), v_{\nu}(t), t)=0$ .
1. $D_{1}$ $D_{2}$ $F(x, y,t)$ ;
$h_{1}(t)=F(u_{x}(t),u_{y}(t),t)=m(t)+f(t)s(u_{x}(t), u_{y}(t),t)$
$h_{2}(t)=F(v_{x}(t),v_{y}(t),t)=m(t)+f(t)s(v_{x}(t), v_{y}(t),t)$
2. $h_{1}(t)-h_{2}(t)$ : $h_{1}(t)-h_{2}(t)=f(t)(s(u_{x}(t), u_{\nu}(t),t)-s(v_{x}(t),v_{y}(t),t))$
3. $h_{1}(t)-h_{2}(t)$ , $f(t)$ .
( $f(t)$ )
4. $h_{1}(t)$ $f(t)$ , $m(t)$ . $(\deg m(t)<\deg f(t).)$
5. $m(t)$ $m$ .
1( )
, , F2 .
[ ] $\lambda_{X}(t)|\lambda_{y}(t)$ $\lambda_{x}(t):=t^{2}+1,$ $\lambda_{y}(t):=t(t^{2}+1)$ ,
$u_{x}(t):=t^{2}+t,$ $u_{y}(t):=t^{3}+t^{2}+t+1$ . $v_{x}(t):=u_{x}(t)-\lambda_{x}(t)=1+t,$ $v_{y}(t):=u_{y}(t)-\lambda_{y}(t)=$
$1+t^{2}$ . , 2 .
$D_{1}:(u_{x}(t), u_{y}(t),t)=(t^{2}+t,t^{3}+t^{2}+t+1,t)$ , $D_{2}:(v_{x}(t), v_{y}(t),t)=(1+t, 1+t^{2},t)$ .
[ ] 2 ( ) $X(x, y,t)= \sum_{1}$,jcij $(t)x^{i}y^{j}$ ( ) ,
$j(t)((i,j)\neq(0,0), (1,0))$ , $c_{10}(t)$ coo $(t)\in$ F2 $(t)$ .
$c_{10}(t):=- \sum_{(i,j)\neq(0_{1}0),(1.0)}q_{j}(t)(u_{x}(t)^{:}u_{\nu}(t)^{j}-v_{x}(t)^{i}v_{y}(t)^{j})/(u_{\varpi}(t)-v_{x}(t))$
$c00(t)$ $:=- \sum_{(:_{l}j)\neq(0,0)}c_{1,j}(t)u_{x}(t)^{i}u_{y}(t)^{j}$ .
, $X_{A}(x, y, t)$ $X_{B}(x,y,t)$ .










$X_{i}(x, y,t)(i=A, B)$ 2 , $X_{i}(u_{x}(t), u_{y}(t),t)=X_{i}(v_{x}(t),v_{\nu}(t), t)=0$
.
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1, . $X_{A}(x, y,t)$ , LT$(X_{A})=x^{5}$ 1(3
$)$ , - . , $X_{B}(x, y, t)$ ,
LT $(X_{B})=t(1+t+t^{4})x^{6}y^{6}$ 1 , - . ,
4 , 5 $F_{p}$










































- . [5] , ,
, ( ) , (
) , , , .
1
$X$ , $\hat{R}$ LT(X) $cx^{\alpha}y^{\beta}$ where $c\in$
$F_{p}((\alpha, \beta)\neq(0,0))$ .
1( - )
: 1 - $X(x, y, t)\in F_{p}[x, y,t]$
$F(x, y,t)\in F_{p}[x, y,t]$ .
: $F(x, y,t)$ $m$
1. $F(x,y,t)$ $X(x, y,t)$ $R_{1}(x,y,t)\in F_{p}[x,y,t]$ .
2. $R_{1}$ $x^{i}y^{j}((i,j)\neq(0,0))$ $F_{p}$ ,
$C$ .
3. $C$ $F_{p}[t]$ , $\ell$ $\hat{G}$ . $R_{1}$
$\hat{G}$
$g$ $n$ Fp $[t]$ .
4. $n(t)=n_{k-1}t^{karrow 1}+\cdots+nit+n_{0}\in$ Fp $[t]$ $m=n_{0}||n_{1}||\cdots||nk-1$ .
2
- , Step 2, 3 , Step2 2 $R_{1}$ ,
$C_{1},$ $C_{2}$ , GCD $(C_{1}, C_{2})$ .
2 (Propositioni in pp.79-80 in [7])
Let $G=\{g_{1}, \cdots, g_{t}\}$ be a Gr\"obner basis for an ideal $I\subset k[x_{1}, --, x_{n}]$ and let $f\in k[x_{1}, \cdots , x_{n}]$ (which
denotes the polynomial ring over the feld $k$ vvhere $x_{1},$ $\cdots,x_{n}$ are variables). Then there is a uniq$ue$
$r\in k[x_{1}, --, x_{n}]$ with the follovving two properties:
(i) There is $g\in I$ such that $f=g+r$, (ii) No term of $r$ is reduced by $anf$ of $LT(g_{1}),$ $\cdots,$ $LT(g_{t})$ .
In particular, $r$ is the normal $fom$ of the reduction of $f$ by $G$ no matter how the elements of $G$ are listed
when using the reduction algorithm.
3 (Theoreml in [5])
1 $g(t),$ $n(t)$ , - /
$f(t)$ , $m(t)$ . ,
.
4( - : 3 )
$F_{B}(x, y, t)$ $X_{B}(x, y, t)$ . , $LT(X_{B})=t(1+t+t^{4})x^{5}y^{5}$ ,
, 1 Fp $[x, y,t]$ . ,
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$F_{p}(t)$ Fp $(t)[x, y]$ , . ,




$t^{2}y^{3}+t^{4}y^{3}+y^{4}+t^{2}y^{4}+t^{4}y^{4}+ty^{5}+t^{2}y^{6}+t^{5}y^{6})^{2}$. , Coo $(t)$ $j(t)$ $|$
GCD 1 , $f(t)$ . , LT$(X_{B})$ $t(1+t+t^{4})$ $|$
, , .
4 $($ $[8]|)$
$F(x,y,t)$ $X(x,y,t)$ $R_{1}(x,y,t),$ $s(x,y,t)$ $X(x,y,t)$ $R_{2}(x,y,t)$
. , $F=GiX+Ri,$ $s=G_{2}X+R_{2}$ , $(G_{1},$ $G_{2},$ $R_{1},$ $R_{2}$ $)$ .
$F=m(t)+f(t)s(x,y,t)+X(x,y,t)r(x,y,t)$
$F(x,y,t)=m(t)+f(t)R_{2}(x,y,t)+X(x,y,t)(f(t)G_{2}(x,y,t)+r(x,y,t))$
, $R_{1}(x,y,t)=m(t)+f(t)R_{2}(x, y,t)$ , $X$ , $F$ $X$
$R_{1}(x, y,t)=m(t)+f(t)R_{2}(x, y,t)$ , $f(t)$ , $R_{1}(x, y,t)$
$f(t)$ $m(t)$ . , 4 ,
LT(X) $=c_{\beta}(t)x^{\alpha}y^{\beta}$ $c_{\alpha\beta}(t)$ ( $t$ ), $F(x, y,t)$ $X(x, y, t)$
, $Fm(t)+f(t)R_{2}(x, y,t)\vec{x}$ .
, $t$ , $X$ ,
. , $m(t)+f(t)R_{2}(x, y,t)$
, $f(t)$ .
, . , $f(t)$
LC(X) $\in F_{p}[t|$ , , $X(x,y,t)$ $x$ $y$
, Fp $(t)$ Fp $(t)[x,y|$ ,
.
2( [8])
: - $X(x,y,t)\in$ Fp $[x,y,t]$ ,
$F(x,y,t)\in F_{p}[x,y,t]$ .
: $F(x,y,t)$ $m$ .
0. $X$ , $\tilde{X}:=X/LC(X)\in F_{p}(t)[x,y]$ .
1. $F$ $\tilde{X}$ $R_{1}(x,y,t)\in F_{p}(t)[x, y]$ .
2. $R_{1}$ , $c_{ij}(t)x^{i}y^{j}((i,j)\neq(0,0))$ $c_{ij}(t)$ Fp
, $\text{ _{}j}(t)$ , $c(\in F_{p}[t])$ .
3. $C$ $F_{p}[t|$ , $t$ $\ell$ $\hat{G}$ . $R_{1}$ $\hat{G}$ $g$
$n$ , Fp $[t]$ .
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4. $n(t)=n_{k-1}t^{k-1}+\cdots+nit+n0\in$ Fp $[t]$ $m=no||n_{1}||\cdots||n_{k-1}$ .
$m(t)$ $F_{p}(t)[x, y]$ , $F_{p}[x, y,t]$ ,
, $F$ t $\uparrow$ , .
4
2 $g(t)$ ,n( , - /
$f(t)$ , $m(t)$ . ,
.
5
LC$(X_{B})=t(1+t+t^{4})$ , $\tilde{X}_{B}(x,y,t):=X_{B}(x, y,t)/LC(X_{B})$
. , $F_{p}(t)[x,y|(t\ovalbox{\tt\small REJECT}$ $x,$ $y$ .
$p=2)$ . $R_{1}(x, y,t)$ $t^{2}(1+t+t^{4})^{3}$ .
$F_{B}(x,y,t)_{\overline{X}_{B}(x,y,t)}^{r}arrow R_{1}(x,y,t)(\in F_{2}(t)[x,y])$











$t^{23}+t^{25}+t^{26}+t^{27}+t^{2S}+t^{32}+t^{34}+t^{36}+t^{3S}+t^{40}):=g(t)$ . ( $f(t)$
). , 2 GCD
. , $R(x,y,t)$ $g(t)(=f(t))$ $m(t)$ .
5 ( [10])
, , . ,
, $F_{p}$ .
$*5$ $($Corollary21n pp.80 $\ln[7])$
Let $G=\{g_{1}, \cdots,g_{t}\}$ be a Grobner basis for an ideal $I\subset k[x_{1},$ $\cdots,$ $x_{n}]$ and let $f\in k[x_{1}, \cdots, x_{n}]$ . Then
$f\in I$ if and only if the normalform of the reduction of $f$ by $G$ is zero.
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3( )
: - $X(x, y,t)\in F_{p}[x, y, t]$ ,
$F(x, y,t)\in$ Fp $[x, y,t]$ .
: $F(x, y,t)$ $m$ .
0. $\mathcal{A}$ , IX $:=\langle \mathcal{A}\cdot X(x,y,t),\mathcal{A}$ .LC$(X)-1\rangle\subset$ Fp $[x,y,t,\mathcal{A}]$
GBx , Fp $[x, y,t,\mathcal{A}]$ , $x\succ y\succ \mathcal{A}\succ t$ .
1. $F(x, y,t)$ GBx $R(x, y,t,\mathcal{A})\in$ Fp $[x, y,t,\mathcal{A}]$ .
2. $R(x, y, t, \mathcal{A})$ , $C_{\dot{9}}j(t, \mathcal{A})x^{i}y^{j}((i,j)\neq(0,0))$ s $c_{ij}(t, A)$ $F_{p}$
, $c_{\dot{\tau}j}(t,\mathcal{A})$ $C$ .
3. $C$ , $\mathcal{A}$ . LC(X) $=1$ , $\mathcal{A}^{0}\mapsto(A\cdot$ LC$(X))^{2}=\mathcal{A}^{2}$ . LC $(X)^{2},\mathcal{A}^{1}|arrow$
$\mathcal{A}(\mathcal{A}$ . LC $(X))^{1}=\mathcal{A}^{2}$ . LC(X), $\cdots$ , , $C$ $\mathcal{A}$ , $\mathcal{A}$
. Fp $[t,\mathcal{A}]$ , $t$ $\ell$ $\hat{G}$ ,
$g(t)\in\hat{G}$ , $I_{g}:=\langle g(t),$ $\mathcal{A}$ . LC$(X)-1\rangle\subset$ Fp $[t,\mathcal{A}]$ $GB_{g}$
. , $R(O, 0,t, \mathcal{A})$ GB$g$ $n\in F_{p}[t|$ .
4. $n(t)=n_{k-1}t^{k-1}+\cdots+nit+n0\in$ Fp $[t]$ , $m=no||1||\cdots||n_{k-1}$ .
6
3 $g(t)$ $n(t)$ , - /
$f(t)$ , $m(t)$ . ,
.
6
3 , F2 $[x,$ $, t,A]$ , $x\succ y\succ \mathcal{A}\succ t$ , $F_{B}(x,y,t)$











$F_{B}(x,y,t)$ GBx , $R(x,y,t, \mathcal{A})=\sum c;j(t,\mathcal{A})x^{i}\dot{\psi}\in$ F2 $[x,y,t,A]$ .
$c_{ j}(t,\mathcal{A})x^{i}y^{j}$ coo 2 , $\mathcal{A}$ .LT $=1$ $\mathcal{A}$ , $\{q_{j}(t,A)\}$
GCD . , $1+t+t^{2}+\mathcal{A}t^{2}+t^{3}+A^{2}t^{3}+t^{6}+t^{9}+t^{11}+t^{12}+t^{14}+t^{18}+t^{20}+t^{27}+t^{28}+t^{S4}+t^{A0}$
, $\mathcal{A}^{2}$ , $\mathcal{A}^{0}arrow$ ( $\mathcal{A}$ .LC)2 $=\mathcal{A}^{2}\cdot LC^{2},$ $\mathcal{A}^{1}arrow \mathcal{A}$( $A\cdot$ LC)1 $=\mathcal{A}^{2}$ .LC
, $A^{2}(t^{2}(1+t^{3}+t^{4})^{2}(1+t+t^{2}+t^{4}+t^{7}+t^{9}+t^{10}+t^{11}+t^{14}+t^{17}+t^{22}+t^{23}+t^{26}+t^{26}+$
$t^{27}+t^{28}+t^{32}+t^{34}+t^{36}+t^{38}+t^{40})$ . , $f(t)$ .










. , $F(x,y,t)$ $X(x,y,t)$ $R_{1}(x,y,t),$ $s(x,y,t)$ $X(x,y,t)$
$R_{2}(x, y,t)$ , $F=G_{1}X+R_{1},$ $s=G_{2}X+R_{2}$ , $(G_{1},$ $G_{2},$ $R_{1},$ $R_{2}$ $)$ ,
.
$F(x,y,t)$ $=$ $m(t)+f(t)s(x, y,t)+X(x,y,t)r(x,y,t)$
$=$ $m(t)+f(t)(G_{2}(x,y,t)X(x,y,t)+R_{2}(x,y,t))+X(x,y,t)r(x,y,t)$
$=$ $m(t)+f(t)R_{2}(x,y,t)+X(x,y,t)(f(t)G_{2}(x,y,t)+r(x,y,t))$




, . , $X(x,y,t)=0$ ,
$x$ 2 . , , ,
$X(x, y,t)=0$ $\prod_{1=1}^{d}(x-\eta_{i}(y,t))=0$ $x$ $\eta_{i}(y,t)(i=1,$ $\cdots,$ $d$ , $d$ $X(x, y,t)$ $x$
) . , , 2 $x$
$\eta_{1}(y,t),$ $\eta_{2}(y,t)$ , $F(x_{t}y, t)$ $X(x, y,t)=0$ $(\eta_{1}(y,t),y,t)$ $(\eta_{2}(y, t),y,t)$
, .
$F(\eta_{1}(y,t), y,t)$ $=$ $m(t)+f(t)p(\eta\iota ($ $, t), y,t)+X(\eta_{1}(y,t), y,t)q(x, y, t)$
$F(\eta_{2}(y,t),y,t)$ $=$ $m(t)+f(t)p(\eta_{2}(y,t),y,t)+X(\eta_{2}(y,t),y,t)q(x,y,t)$
, 1 2 , $m(t)$ , $X(\eta_{1}(y,t), y,t)$ $X(\eta_{1}(y, t), y,t)$
, ,
$f(t)(p(\eta_{1}(y,t),y,t)-p(\eta_{2}(y,t),y,t))$
, , $f(t)$ . $f(t)$ , $m(t)$
.
, , ,
, , $X(x, y, t)$ $x$





- - , ,
, $F_{p}[x, y,t]$ .
, $F_{p}(t)[x, y]$ .
, , $\mathcal{A}$ ,
, $F_{p}[x,y,t, \mathcal{A}]$ . , [9] .
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